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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions used in the I0OS Command Reference.
The Command Reference describes these conventions as follows: mBoldface indicates commands and keywords that are
entered literally as shown. In actual configuration examples and output (not general command syntax), boldface indicates
commands that are manually input by the user (such as a show command).

B [talic indicates arguments for which you supply actual values.

B Vertical bars (|) separate alternative, mutually exclusive elements.

B Square brackets ([ ]) indicate an optional element.

Em Braces ({ }) indicate a required choice.

B Braces within brackets ([{ }]) indicate a required choice within an optional element.



Introduction

About the Exams

Congratulations! If youGe reading far enough to look at this book& Introduction, you&e probably already decided to go for
your Cisco certification. If you want to succeed as a technical person in the networking industry, you need to know Cisco. Cisco
has a ridiculously high market share in the router and switch marketplace, with more than an 80 percent share in some
markets. In many geographies and markets around the world, networking equals Cisco. If you want to be taken seriously as a
network engineer, Cisco certification makes perfect sense.

The Exams That Help You Achieve CCENT and CCNA

Cisco announced changes to the CCENT and CCNA Routing and Switching certifications, and the related 100-101 ICND1, 200-
101 ICND2, and 200-120 CCNA exams, early in 2013. For those of you who understand the how the old Cisco ICND1, ICND2,
and CCNA exams worked, the structure remains the same. For those of you new to Cisco certifications, this Introduction begins
by discussing the basics.

Almost everyone new to Cisco certifications begins with either CCENT or CCNA Routing and Switching. CCENT certification
requires knowledge and skills on about half as much material as does CCNA Routing and Switching, so CCENT is the easier first
step.

The CCENT certification requires a single step: pass the ICND1 exam. Simple enough.

The CCNA Routing and Switching certification gives you two options, as show in Figure 1-1: Pass both the ICND1 and ICND2
exams, or just pass the CCNA exam. (Note that there is no separate certification for passing the ICND2 exam.)

CCENT

Pass N Pass
100-101 |----» Y > SOO100N] - ------- :
ICND1 ICND2 ;
Y
D CCNA
i&*‘“ Routing and Switching
s
Pass 5
200-120 |=======
CCNA

Figure 1-1. Cisco Entry-Level Certifications and Exams

As you can see, although you can obtain the CCENT certification by taking the ICND1 exam, you do not have to be CCENT
certified before you get your CCNA Routing and Switching certification. You can choose to take the CCNA exam and bypass the
CCENT certification.

As for the topics themselves, the ICND1 and ICND2 exams cover different topics, but with some overlap required. For example,
ICND1 covers the basics of the Open Shortest Path First (OSPF) routing protocol. ICND2 covers more detail about OSPF, but to
discuss those additional details, ICND2 must rely on the parts of OSPF included in ICND1. Many topics in ICND2 build upon
topics in ICND1, causing some overlap.

The CCNA exam covers all the topics in both ICND1 and ICND28 no more, no less.

Types of Questions on the Exams

The ICND1, ICND2, and CCNA exams all follow the same general format. At the testing center, you will sit in a quiet room with
a PC. Before the exam timer begins, you will have a chance to do a few other tasks on the PCo for example, you can take a
sample quiz just to get accustomed to the PC and the testing engine. Anyone who has user-level skills in getting around a PC
should have no problems with the testing environment.

After the exam starts, the screen shows you question after question. The questions typically fall into one of the following
categories:

B Multiple-choice (MC) single answer

B Multiple-choice (MC) multiple answer

B Testlet

Em Drag-and-drop (DND)

® Simulated lab (Sim)



H Simlet

The first three items in the list are all actually multiple-choice questions. The multiple-choice format simply requires that you
point and click a circle beside the correct answer(s). Cisco traditionally tells you how many answers you need to choose, and
the testing software prevents you from choosing too many answers. The Testlet style gives you one larger scenario
statement, with multiple different multichoice questions about that one scenario.

Drag-and-drop questions require you to move some items around on the GUI. You left-click and hold, move a button or icon to
another area, and release the mouse button to place the object somewhere elsed typically into a list. So, for some questions,
to get the question correct, you might need to put a list of five things in the proper order.

The last two types both use a network simulator to ask questions. Interestingly, the two types actually allow Cisco to assess
two very different skills. First, Sim questions generally describe a problem, and your task is to configure one or more routers
and switches to fix the problem. The exam then grades the question based on the configuration you changed or added.

The Simlet questions might well be the most difficult style of question on the exams. Simlet questions also use a network
simulator, but instead of answering the question by changing the configuration, the question includes one or more MC
questions. The questions require that you use the simulator to examine the current behavior of a network, interpreting the
output of any show commands that you can remember to answer the question. While Sim questions require you to
troubleshoot problems related to a configuration, Simlets require you to both analyze both working and broken networks,
correlating show command output with your knowledge of networking theory and configuration commands.

You can watch and even experiment with these command types using the Cisco Exam Tutorial. To find the Cisco Certification
Exam Tutorial, go to www .cisco.com and search for fiexam tutorial.o

Whaté on the CCNA Exam(s)?

Ever since | was in grade school, whenever the teacher announced that we were having a test soon, someone would always
ask, iWhat& on the test?0 Even in college, people would try to get more information about what would be on the exams. At
heart, the goal is to know what to study hard, what to study a little, and what to not study at all.

Cisco tells the world the topics on each of its exams. Cisco wants the public to know both the variety of topics, and an idea
about the kinds of knowledge and skills required for each topic, for every Cisco certification exam. To that end, Cisco publishes
a set of exam topics for each exam.

Many Cisco exam topics list both a networking topic and an important verb. The verb tells us to what degree the topic must be
understood, and what skills are required. The topic also implies the kinds of skills required for that topic. For example, one
topic might start with fiDescribe...,0 another with fiConfigure...,0 another with fiVerify...,0 and another might begin with
fiTroubleshoot....0 That last topic has the highest required skill level, because to troubleshoot, you must understand the topic,
be able to configure it (to see what& wrong with the configuration), and verify it (to find the root cause of the problem). By
listing the topics and skill level, Cisco helps us all prepare for its exams.

Although the exam topics are helpful, keep in mind that Cisco adds a disclaimer that the posted exam topics for all of its
certification exams are guidelines. Cisco makes the effort to keep the exam questions within the confines of the stated exam
topics, and | know from talking to those involved that every question is analyzed for whether it fits within the stated exam
topics.

ICND1 Exam Topics

Tables I-1 through -7 lists the exam topics for the ICND1 exam. Following those tables, Tables 1-8 through |-12 list the exam
topics for ICND2. These tables note the book chapters in which each exam topic is covered.

Table I-1. ICND1 Exam Topics: Operation of IP Data Networks

Chapter Operation of IP Data Networks

1-4, 6, 15 Recognize the purpose and functions of various network devices such
as Routers, Switches, Bridges and Hubs.

1-4, 6, 15 Select the components required to meet a given network specification.

5 Identify common applications and their impact on the network

1 Describe the purpose and basic operation of the protocols in the OSI
and TCP/IP models.

2-5, 6,9, 16, | Predict the data flow between two hosts across a network.

24,25

26, 15 Identify the appropriate media, cables, ports, and connectors to con-
nect Cisco network devices to other network devices and hostsina
LAN




Table I-2. ICND1 Exam Topics: LAN Switching Technologies

Chapter LAN Switching Technologies

2.6 Determine the technology and media access control method for
Ethernet networks

6, 8,9 Identify basic switching concepts and the operation of Cisco
switches

b, 8 Collision Domains

6, 9 Broadcast Domains

6 Types of switching

6, 8,9 CAM Table

7 Configure and verify initial switch configuration including remote
access management.

7 Cisco I0S commands to perform basic switch setup

7. 18, 28 Verify network status and switch operation using basic utilities such
as ping, telnet and ssh.

9 Describe how VLANSs create logically separate networks and the
need for routing between them.

9 Explain network segmentation and basic traffic management
concepts

9 Configure and verify VLANs

9, 10 Configure and verify trunking on Cisco switches

9, 10 DTP

10 Auto negotiation

Table I-3. ICND1 Exam Topics: |P Addressing (IPv4 / IPv6)

Chapter IP Addressing (IPv4/IPv6)

11 Describe the operation and necessity of using private and public
IP addresses for IPv4 addressing

25, 26 Identify the appropriate IPv6 addressing scheme to satisfy
addressing requirements in a LAN/WAN environment.

11,1920, 21 Identify the appropriate IPv4 addressing scheme using VLSM and
summarization to satisfy addressing requirements in a LAN/WAN
environment.

27, 28, 29 Describe the technological requirements for running IPv6 in
conjunction with IPv4 such as dual stack

25-28 Describe IPv6 addresses

25, 26 Global unicast

27 Multicast

27 Link local

26 Unique local

27 eul 64

28 autoconfiguration




Chapter IP Routing Technologies

Table I-4. ICND1 Exam Topics: | P Routing Technologies

16 Describe basic routing concepts

16 CEF

16 Packet forwarding

16 Router lookup process

15-18, 27 Configure and verify utilizing the CLI to set basic Router
configuration

16-18, 27 Cisco 10S commands to perform basic router setup

lig; 27 Configure and verify operation status of an ethernet interface

16-18, 27-29 Verify router configuration and network connectivity

16-18, 27, 29

Cisco 105 commands to review basic router information and network
connectivity

16,249

Configure and verify routing configuration for a static or default
route given specific routing requirements

4, 16,17, 25, 29

Differentiate methods of routing and routing protocols

4,17, 29 Static vs. Dynamic

17 Link state v. Distance Vector

6, 25 next hop

16, 25 ip routing table

17, 29 Passive interfaces

17, 29 Configure and verify OSPF (single area)
17, 29 Benefit of single area

L7 Configure OSPF v2

29 Configure OSPF v3

17, 29 Router 1D

17. 29 Passive interface

16 Configure and verify interVLAN routing (Router on a stick)
16 sub interfaces

16 upstream routing

16 encapsulation

8, 16 Configure SVI interfaces

Table I-5. ICND1 Exam Topics: IP Services




